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Motivation - |

This is the ECC Workshop: we all like (elliptic) curves!

Group £ h o(¢ )h

Why?

(bits) DH cost ECDH cos
128 3072 256 10:1
192 7680 384 32:1
256 15360 521 64:1

Source: NSAThe case for Elliptic Curve Cryptography
http://www.nsa.gov/business/programs/elliptic_curve.shtml
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Performance!

Ratio
DH cost ECDH cos

384
15360 521 64:1

ource: NSAThe case for Elliptic Curve Cryptography
http://www.nsa.gov/business/programs/elliptic_curve.shtml
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Can we do better?
Reduce theostof the group operatio Reduce theaumber of group operations

A Use a different curve representation A Reduce the number gfoint additions

A Use a different coordinate system e.g. use large window sizes

A E.gtwisted Edwards curvewith A Reduce the number gfoint doublings
extended twisted Edwards coordinates e.g. scalar decomposition

A See the ExpliciFormulas Database

A Montgomery ladder A Consider genus 2
A Fast finite field arithmetic: A Different cost of the group operation
/| dZNIBS& 20SNJ dalISOALIl f ¢ LANDiffer&inumber of group operations
A Implementations using all the features A Genus 2 equivalent of Montgomery ladder
of the architecture: e.g. special A Kummersurface

Instructions, SIMD instructions A GLV on genus 2 curves?
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Why genus 27

Roughly speaking: group elements are pairs of points
moE) /§ OAOOTOA(e )
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Flashback?!
2 ay Qi GKAA O2YyaARS
2006 D. J. Bernsteir&lliptic vshyperelliptic ECC
Workshop
oCanwe obtain highespeeds atomparable security
levels usingienus?2 hyperellipticcurve&e

Unfortunately:
ogenus2 point counting isoo slow to reach 256itse

No point countind® no cryptographic genus 2 curves

Fortunately, there has been significant progress
2011 GaudryKohetSmith:Counting points on genus 2
curves with real multiplicatigmAsiacrypt

2012 GaudrySchostGenus 2 point counting over
primefields J.Symb Comput




After seven years Genus 2 Is ready to rumble!

Genus 1 Versus Genus 2

Practical performance comparison
Genus 1 versus Genus 2

A128bit security level

AHighend 64bit platforms
(although we considered embedded devices as well

AUse all the available tricks!

Endomorphism Endomorphism

Ladder Ladder
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Mersenneto the rescue!
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to speedup modular reduction 1 2
A)ydd ¢ ¢ p ; °
‘ 3 5

A.) H4 ¢ C C ¢ P ) ,
A" AOT QOAEIc pPW c e
6 17

8 31

A Prime of the forn P, with g prime _ _ 9 61
A Allowsvery efficient modular arithmetic 2 ;r'“’;nsfscg“ty 10 89
A GaudrySchosfound a cryptographic - 11 107
Kummersurface oveg with 12 127

13 521
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Mersenneto the rescuelc Modular addition
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Constanitime:  addition + conditional subtraction
= addition +subtraction + masking (uses registers)

I e I P G P

If the msbis zerothen leave it azero

If the msbis onethen set It tozero
ldea: use thdit-resetinstruction!




Mersenneto the rescuelc Modular addition

ARE E@d@ o ¢ p
® 0w ¢ PpEMB O 0
Constanitime:  addition + conditional subtraction

= addition +subtraction + masking (uses registers)

W O o I A p

vo o |2 e o [ M

Compute:d Y& & whenmt ¢ ¢ thent @ ¢
Avoid masking and extra register usage | |
Cost modular addition: 2xdd + 1xbit - reset Instruction
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Mersenneto the rescuelc Modular multiplication

q
dow ¢ ht ® ¢ andn&[( )]cp

kg & cdv(c pko ol & )

cixn

Ok Y(Y@) ¢cd(i T A& )

Reduction cost; 6x add, 2x bit - reset , 1x shift
Multiplication: 4x mul and 5x add instruction




Montgomery friendly primes

Interleaved radix;, Montgomery multiplication
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'C=0 A
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n ‘"¢l | A
8 ¢
N /

Montgomery:Modular Multiplication Without TriaDivision Math. of Comp. 1985
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Montgomery friendly primes

Interleaved radix;, Montgomery multiplication
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Montgomery friendly primes

Interleaved radix;, Montgomery multiplication

6k 06 ¢g | 1 AR n 11 & WG
'C=0 A
for'Q mtoe pdo Not much we can do: this is the multiplication

R
N I A N ifqn pi 1 A then'
6 \

" D/ cditionally, inK I a4 | & & LIS O milst

Example;, (¢ &) p ‘c p ¢ (¢ ™ p

Montgomery:Modular Multiplication Without TriaDivision Math. of Comp. 1985
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Security & Benchmark Platform
Benchmark Platform

Generic Attack: Pollard rho

A Intel Core i73520M (lvy Bridge) A [PollardMoC7§
processor at 2893.484 MHz A \/ “i1j crm O Gvherelm O Oc
A hyperthreadingurned off and over for curves with group orde

Of 201 Ay3 6daildzNDP2 0223800 RAalMOf SR

Pa+ps2

Pa+1

PA+p+1
PA+p+3 % Prss

Px g Pa+p
Pa-1e

pQE

P1

J. M.Pollard:Monte Carlo methods for index computation (mod path. Comp,. 19(8
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Battle #1
NISTp-256 versus Genericl271

Generic genus 1 versus Generic genus 2

Generic?

A No special requirements on the curve

A Techniques can be applied &l genus 1 or genus 2 curves

Al &S GALISOAFT £ LINAYSa F2NJ STTFAOAS
A Use prime order curves for optimal security



NISTE256 versus Genericl271

. |NiSTpzs6 Generic1271
¢ P +

C C C C
P : ¢ ¢ m p+
Order Prime order Prime order
Scalamultiplication windowing windowing

Jacobian coordinates witdd 0]
for shortWeierstrassurves

Securit ‘1 8 “I 8
U \/ cgg S \/ cgg S

Coordinatel curve [CL]

We use arithmetic on imaginary quadratic curves using homogeneous projective coordinates.
We optimized the formulas from:

[CL] Costello, Lauter: Group law computations on Jacobians of hyperelliptic curves. SAC 2011



NISTE256 versus Genericl271
 INST@s6  Genericl2rh

¢ P +
P C C C C
> ¢ ¢ m p+t
Order Prime order Prime order
Scalamultiplication windowing windowing
Coordinatel curve Jacobian coorc!lnates witho o [CL]
for shortWelerstrasscurves
Securit ‘I 8 “ 8
/ \/ cgg S \/ cgg S
Double 3M+5S 34M+6S
Addition 11IM+5S 44M+4S

Mixed addition TM+4S 37M+5S
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Battle #2

GLV-j=0 versus BuhlerKoblitzGLV



Scalar Decomposition over Prime Fields

wGallant, Lambert, Vanstone [GO01]
wUse nontrivial endomorphism

wlLarger endomorphism ring means larger
dimensional scalallecomposition
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Scalar Decomposition over Prime Fields

wGallant, Lambert, Vanstone [GO01]
wUse nontrivial endomorphism

wlLarger endomorphism ring means larger
dimensional scalallecomposition

/

Scalar

Decomposition , ,
Genus 1 oveg Genus 2 oveg

256-bit primes 128-bit primes

Allows: 2GLV Allows: 4GLV
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Reducing the Number of Point Doublings

4 )
A d-dimensional scaladecomposition

A Decompose a scaltiintod & Y AdyOl: £ NG

A Perform a multiscalar multiplication with thesd smaller scalars
N J

Assume we can multiply efficiently by (powers) of some integervQ

Q0 Q<0 Q0 Q<o) E T (< ]o)

Approach #2

Precompute:

ExampleQQ ¢



BuhlerKoblitzGLY 4-dimensional GLV

A 6T Do @ o f C ¢xt)Xao p
AT ¢ ABOC * AAAh W pX
[ (O [L|Ohformt _ 1 ‘ N I 1 A D
A Decompose the scalar usiffeL] ¢ U-bit prime order
Cost: 20 long integenuls
N C CT WOV
W O

C @-bit prime order

[PJL] Parkleong Lim Speeding up point multiplication dnyperellipticcurveswith efficientlycomputableendomorphisms
Eurocrypt2002



BuhlerKoblitzGLY 4-dimensional GLV
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Precomputec¢ points 5 (c Cx 1O p
11A+3 o bx
Online ‘ A i & )
64D+64A o
\_ ) G L-bit prime order
n Q CTWOoUL
W O

C @-bit prime order



BuhlerKoblitzGLY 4-dimensional GLV
i offine

Precompute¢ points : N
11A+3 +11+(3+4¥L.5M N (C ; Cp XX ) P
Online ‘ A i & )
- PADTEMRA BADHOMA ) G U-bit prime order
4 B\ N G CTWoU
Recall: A=4M1+4S MA=3M+5S O G

C @-bit prime order

Additional cost 11+105MV
Savings64(A-MA)=448M-64S

. Speedup whent< 27M y

Montgomery: Speeding the Pollard and elliptic curve methods of factorization. Math. of Comp. 1987




GLW=0 versuBuhlerKoblitzGLV

T GLv=0 BuhlerKoblitzGLY

C CTWOoU +

P ° PPRXOO C ¢xtmo p

Order Prime order Prime order

Scalamultiplication 2-dimensional GLV 4-dimensional GLV (approach #
j-invariant O inWeierstrasform BuhlerKoblitzcurve

Coordinatel curve ) . N
W W C W W W

Longa, Sica: Four-dimensional Gallant-Lambert-Vanstone scalar multiplication. Asiacrypt 2012



GLW=0 versuBuhlerKoblitzGLV

T GLv=0 BuhlerKoblitzGLY

C CTWOoU +

P C PPXOO

C ¢xtmo p
Order Prime order Prime order
Scalamultiplication 2-dimensional GLV 4-dimensional GLV (approach #
Cost scalar multiplication 1l + 90M + 69(5 20 IEgEmLS s

3 +21+500M+7485

Securit ‘I 8 J “ 8
/ \/ cgp cgpm S

Longa, Sica: Four-dimensional Gallant-Lambert-Vanstone scalar multiplication. Asiacrypt 2012



GLW=0 versuBuhlerKoblitzGLV

T GLv=0 BuhlerKoblitzGLY

q CT WOoU +

P C PPXOO
C ¢xtmo p
Order Prime order Prime order
Scalamultiplication 2-dimensional GLV 4-dimensional GLV (approach #
L 20 integemuls+

Cost scalar multiplication 1l + 90M + 69(5 3t 42145005+ 7455
Securit “ 8 J ‘1 8

d J cgp © cgpom ©

Genus 1: GL)£0 145,000

Longa, Sica: Four-dimensional Gallant-Lambert-Vanstone scalar multiplication. Asiacrypt 2012
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curve25519 versus Kummerl271






